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Abstract—Biometric data have been integrated in all new Research and Technological Development (FP6) focuses on
European passports, since the member states of the European3p face recognition research. The project integrates, hee
Commission started to implement the EU Council Regulation 2D face recognition approaches and is thus backward com-

No 2252/2004 on standards for security features and biometrics liant to deol d h 4 E tial f h
in passports. The additional integration of three-dimensional P'lant 10 deployed systems [4]. Essential for our approac

models promises signi cant performance enhancements for bor- iS, t0 use the rich information provided by the geometry of
der controls. By combining the geometry- and texture-channel the face surface. The technologies and processes of 3D face
information of the face, 3D face recognition systems provide an recognition are, on the one hand, expected to provide for a
improved robustness while processing variations in poses and signi cant performance enhancement, on the other hang, the

problematic lighting conditions when taking the photo. . - - L
To assess the potential of three-dimensional face recognition,are to result in a fake resistant capture device. This is the

the 3D Face project was initiated. This paper outlines the Pre-condition of any possibly unattended border contrdl [5
approach and research objectives of this project: Not only shia

the recognition performance be increased but also a new, fake ||
resistant acquisition device is to be developed. In addition,
methods for protection of the stored template data in the
biometric reference are under development.

FACE RECOGNITION TECHNOLOGIES ANDPROCESSES

When using the two-dimensional face recognition an ex-
cellent quality of the digital photo material is indispeblsa
I. INTRODUCTION Further criteria are a sufcient lling of the 2D image by

The European Council's regulation on standards for sgcurfhe face (approx. 70%), a frontal view, good contrast, image
features and biometrics in passports and travel documentsde nition, homogenous lighting, a neutral mimic and no
sued by Member States [1] introduced the integration otaligi 0cclusion of the face or land marks respectively (e.g. asrmne
face images and ngerprintimages into all EU passportsddsuOr centers of the eyes) by hair, glasses or headgears. ¥ thes
in future. Concurrently, the technical speci cations hayi duality criteria are not met a poor recognition performaate
been de ned by the International Civil Aviation Organizati the biometric system is to be expected.

(ICAO) in its passport standard 9303 for the storage of Fullling all these criteria both when taking the reference
biometric data in machine-readable travel documents BJ], [photo (when issuing the passport) and during a later compari
are implemented in all member states of the European Unig@n (at the border control) is hard to achieve: Rarely, tke fa

to support the border controls by means of biometric systen@ignment (pose), mimics and the lighting conditions wiél b
Since November 2005, electronic face images have alreddgntical. This assumption has been proven recently by an in
been integrated in all new German passports. depth analysis of more than 5000 passport images accepted in

Following the recommendations of the ICAO the biometrio’e European countries [6]. As a consequence the tolerance
border control will primarily be based on 2D face recogmitiovalues for face positioning and alignment had to be released
technologies. The disadvantages of this approach are welithe respective ISO standard [7].
known: The performance of such systems is dissatisfyinggon A further disadvantage of the two-dimensional face recog-
differences in the acquisition conditions between enralmenition is that it can — by its nature — not provide for the fake
and recognition occur. These differences may include thesistance, i.e. the camera sensors can normally be ddceive
orientation and alignment of the fagpose) changes in the by holding out a printed photo or by playing a video of
lighting conditions and other disturbing factors. All teesthe admitted subject on a simple laptop. Experiments even
factors negatively impact the quality of the image and mashowed that the image quality of a mobile phone display
deteriorate the recognition sample compared to the referenvas sufcient to fool some product system. Today's face
photo. Even more aggravating is the fact that no reliable- livrecognition systems do not feature suf cient mechanisms to
ness detection is available with 2D face recognition systenmguarantee live recognition. Consequently, these systeans c

The project3D Face supported by the European Commisenly be operated, if either biometric border control gates a
sion within the scope of the Sixth Framework Programme fattended by a border of cial or if the control gate is augment



with complex video surveillance technology that would semi
automatically detect any suspicious behavior in front @& th
camera [8].

The minimum requirement for a fully automatic border 2)
control gate is the transition to 3D face recognition, where
the authentication of the passport owner is based on three-
dimensional face scans. For this task stereovision systems
multi-camera systems being well-established in photogram
try can be deployed: When analysing the photographs — at
given camera locations — the range information is computed
from a batch of 2D images following the triangulation prin-
ciple [9]. Alternatively, an active capture device can bedis
consisting of an active component projecting colouregbstoir
structured patterns onto the face and comprising one or more
sensors [10] as shown in gure 1.

THREE-DIMENSIONAL FACE RECOGNITION

Fig. 1. Capture device (left) and three-dimensional facersiog (right)

Compared to the traditional two-dimensional technologi
and processes 3D face recognition provides far more infor
tion and is believed to result in a higher discriminatory pow
of the classi cation process. This assumption is suppobged
the ndings of Lu and Jain showing — on a database of 1(
subjects — that the analysis of 3D and 2D information could
be raised from 84% (2D) to 98% (3D+2D) [11].

IV. PROJECTOBJECTIVES

The key objective of the8D Face project is to enhance
the system performance in a way allowing for the system's
fully operative implementation at airports. From expecien
biometric recognition performance Dperational-Testingvill
show lower rates as under laboratory conditiohscfinology-
Testing as the disturbing factors mentioned can not be equally
controlled during piloting and the variance of the pattetms
be identi ed (3D model) will be signi cantly higher.

The objectives of th&D Faceproject in detail:

1) Development of a prototype
An essential concern of the development of an capture
device is to generate both 3D and high resolution 2D
data within the same coordinate system, by which both

3)

shorter exposure times and a minimised impact of the
lighting conditions is strived for. Being an active system,
the prototype developed within the scope of the project
uses structured light. Its components are commercially
available elements.

Set-up of test databases

Analysing the recognition performance requires a com-
prehensive database. This is set up in two stages during
the 3D Face project. In the rst stage, the 2D and
3D face data of 600 volunteers was captured under
laboratory conditions at three different sites. At differe
dates and — as shown in gure 2 — largest possible
face variance in terms of hair, headgears or glasses
the data of the volunteers (teckubject} are captured
including additional meta data such as age, gender,
ethnic origin etc. All in all, minimum 11 scans were
made per subject. In order to examine a high degree of
interoperability the scans are not only made using the
prototype developed within the scope of the project but
also other commercially available capture devices will
be employed. The compsed database is partly used for
the development of the algorithm, partly for the testing
procedures.

The second stage of the database development is closely
linked to the eld test made at the end of the project (see
item 7). Under realistic conditions the data of approx.
2,000 volunteers are captured and assumably this anal-
ysis basis will show meaningful results con rming the
achievement of the set objectives.

EEEEEE

Fig. 2. Various 3D scans of a test participant in differensgm

Research into multimodal analysis

With the capture device providing for two dependent in-
formation channels when capturing the face textural and
face geometrical data lends to consider them as two bio-
metric modalities and to apply multimodal analysis tech-
nologies and processes [12]. Traditionally, feature-
Level-Fusion Score-Level-Fusignand Decision-Level-
Fusionconcepts are applied in multimodal analysis. As
for the Feature-Level-Fusion the information gained in
the feature analysis in both information channels are
consolidated to a feature vector which is then com-
pared to its reference. In Score-Level-Fusion, the feature
analysis and comparison is made separately for each
modality and afterwards both (or several) scores are



4)

5)

consolidated. As the scores may, however, represent
different scales, non-trivial score normalisation is re-
quired. The Fusion concept is of particular interest when
using several information channels (e.g. face image,
face geometrie, high-resolution skin texture etc.) where
the biometric characteristic is captured at the same
time - not causing extension of capture times. With
view to multimodal fusion there is currently only little 6)
experience as to the integration of 3D geometric data
which is why this is given particular research focus
under the3D Faceproject.

Test of the recognition performance

In accordance with the 1SO test standard 19795-1 [13]
having been nalized in 2006 a test plan is implemented
and pursued in the course of the project intended to
— in the rst stage — provide information about the
performance of the system's individual components, i. e.
normalizing methods (translation and rotation of the
model before comparing), feature extraction algorithms
and fusion technologies on the one hand. On the other
hand the overall system's laboratory performance is
of crucial interest. In a second stage, an integrated
prototype system will be operated at two European
airports over six months during the piloting phase. The
data obtained thereby is then used for optimizing the
individual components.

A false acceptance rate (FAR) of below 0.25% as well as
a false rejection rate (FRR) of below 2.5% is the target
recognition performance to be achieved. These expected
error rates are to be veri ed during the piloting under
Operational Testing conditions prevailing at airports.
These chie y include a fast processing and a concurrent
operation.

Enhancement of the fake resistance

At those border control points, where biometric gates
will be installed over the next time, one border of cial
will presumably have to monitor several control gates.
Already today this is re ected by the SmartGate project
run in Australia to prevent the presentation of forgeries
of a biometric characteristic. The deployment of fake re-
sistance systems would be more reasonable. The ICAO,
which is continuously further developing its passport
standard [3] already considers this approach. In October
2004 and again in October 2007, the ICAO issued
a request for informationasking the manufacturers to
inform the committee about technological developments
providing for unattended border crossing in future:
“...Technologies and processes suitable for automated
self-identi cation at international borders and/or erigt
ment facilities that will enable either unattended border
crossing” [5].

Regardless of the technologies' and processes' recogni-
tion performance an improved robustness of the 3D face

of the 3D geometric data without the “target subject's”
collaboration requires signi cant efforts. The productio

of a 3D PrintOuts may be technically feasible using
e. g. a stereo-lithographic printing process — a so-created
arti cial head would, however, be detected by simple
live recognition mechanisms reducing the probability of
a successful attack.

Research into biometric template protection methods
Within the scope of the currently applicable regulations
on data protection, biometric data (biometric samples
or templates) are individual-related data and therefore
subject to particular protection. When analysing the data
security, often the process of storing the reference data
is examined: Mostly biometric recognition is linked to
a token, as it is the case with the electronic passport.
It would be desirable if the comparison required for
the recognition were directly made on this card. With
this so-calledComparison on Cartl the card reports

a positive or negative result back to the application
without the application gaining access to the reference
data. This provides for a high protection of the sensitive
biometric data, if the card provides a direct interface to
the sensor. However, this is unconceivable with respect
to face recognition.

A second concept is based on the storage of the pass-
port holder's reference data in a central or decentral-
ized database. This concept will not be applicable for
the electronic passport scenario to European member
states and other legislations that do not allow such
databases due to privacy laws (see [14]). However, it
could be implemented in other ICAO member states.
Several potential risks are associated with the storage
of biometric data in a database. When accessing im-
age data or “recalling” stored reference data, a certain
risk exist that the biometric data can be revealed. In
contrast to password- or pin- based authentication, the
biometric characteristic cannot be revoked or reissued.
In case that identical biometric data is used in different
application scenarios, th€ross-Comparisorproblem
between databases weakens the security of a biometric
system. For example, it is facilitatory for a database
administrator to obtain the stored template and retrieve
the subject's activities in another database by comparing
data records. Furthermore, private sensitive information
like gene, medical surplus could be readable from the
biometric data.

To solve these problems, a technology callexplate
Protection is researched in th8D Face project [15]
eliminating the need of saving image or template data
in unprotected form. The approach is similar to the
protection of password data in a Unix system. For
the Unix veri cation the password of a system user is

recognition can be attested with view to fake I’ESIStanC(I? In international standardization the noti@omparisorhas been intention-

as the creation of a replica for the biometric chara(?é

y chosen to replace the so far usktdtching as Comparisonleaves the
sult of the process openMatchinghowever suggests, that the comparison

teristic is far more dif cult. Already the procurementon the card will actually be positive.
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not stored as plain text in the system (or a database).8) Standardization

Rather a hash value is computed when setting up a
user accountgnrolmen} applying a hash function. This
function is non-invertible, i. e. the hash value can not be
re-translated (computed) into the password. In addition,
only collision-free hash functions are used, i. e. there are
no two input strings (passwords) resulting in the same
hash value. The hash values of all users are stored in a
publicly available le. If the user wishes to authenticate
himself, a new hash value is computed from his input
and then compared to the one stored in the table.

The process chosen to protect the templates can be
designed in an analog manner. Biometric samples and
therefore also the feature vectors are, however, — as
opposed to the passwords — are impacted by noise.
This is due to varying environmental impacts (e.qg.
lighting conditions) but also due to the variation of
the biometric characteristic itself (e.g. aging). For this

enhance the robustness to noise. Considering secur
the biometric features are transformed into uniforml
distributed binary vectors and mixed with codewords.

which are a encoded form of randomly generated sec oy

a Quantizationof the feature vector for which different
value ranges are individually mapped on a mean valye
for a certain feature. Only the resulting binary code-
words and hashed values of secret codes are stored

Active participation in the standardization process will
ensure that the ndings obtained in the 3D Face project
to be re ected in the amendment of the face image
data standard, thus de ning a 3D face data format. For
this, the IS 19794-5 standard is currently amended to
data elds for storing 3D face data. Besides the plain
range-imagealso 3D point maps and 3D vertex encoding
shall be deployed. The range-image encodes the distance
between an imaginary cylinder and the surface of the
face in a grey scale value image. The encoding of
3D points, however, has the advantage that occlusions
can be represented and, if need be, used for forensic
interpretations.

V. CURRENT RESEARCH RESULTS OF TEMPLATE
PROTECTION

reasons, error correction coding schemes are adopteq t(’)o‘s shovyn n sect_lon IV.’ template protection IS Important
or the. privacy of blometrlc_rel_‘erence _data. Using template
r)étectlon, not only biometric information can be protecte
ut also identity theft and cross comparison can be predente
ce no biometric-related information is directly avhl&in
codes. The transformation process may be understoo éosm_etric systems. Moreover, template protection makes it
possible to generate different reference data from the same
iometrics and revocation and reissuing are feasible icése
at the stored reference is compromised. These funcii@sal

re extremely important for the security of authentication

sgenarios.

the database. It can be proved that retrieving the origina

biometric data and secret codes from the stored data i?

impossible, if the secret codes is long enough [16]. |
veri cation a live calculated hash value is compared wit
the stored value and no biometric related informatio
is available. The template protection scheme providg
both concealing and noise-resilience. The bene t of thi
approach for the security and data protection is eno}'ly—
mous. Private biometric information is ef ciently pro-
tected and duplicate enrolment attempts in centraliz
databases can be detected without infringing data priva%
principles. The randomness of the template protecti

allows to generate many uncorrelated secure biometfl

ifferent approaches of template protection already exist
ne of the ideas is to combine cryptography with error cor-
ﬁection coding so that cryptographic functions can be appli
10 noisy biometric data. For ordered features, whose nuwiber
gomponents are stableizzy commitmeli$ proposed as shown

0 [17]. For non-order features like minutiae of ngerpmnt
hose components vary and can not be described as a vector,
uzzy vaultcan be adopted [18]. Another possible approach is
g&ncelable biometrigawhich utilizes non-invertible functions
ch as scrambling functions [19]. In our project we make use
the helper data systefHDS) [20], [21] template protection
proach, whose feasibility has been proved in in practical

references from the same biometric characteristic. Cro%%Stems for 2D face [22] or ngerprint [23].

comparision can be avoided and new functionalities %s
renewability and revocation are possible. '
Piloting

Helper data system

The helper data system (HDS) is shown in Figure 3, which

The pilot application of this project will be the biometricconsists of three stage: the training, enrolment and vatian.
border and access control at airports. For this, furthéissuming that each feature vector contdntdements, the in-
partners representing the group of airport operatopsits of the stages can be de ned(&g ) fori 2 [1;N1];j 2
have joined the international consortium consisting ¢fl; Mt,]1;t 2 [1;K]; (% ): for i 2 [L;N], j 2 [L;Mg],

4 industrial enterprises, 2 medium-sized companies,t32 [1;K]; (¥; )¢ fori 2 [L;N];j 2 [L;,My];t 2 [LK].
research institutions as well as 2 universities. In the sddere Nt is the number of users in the training stage with
ond test phase, th®perational Testingthe recognition useri havingM+, images, andN is the number of users in
systems shall be operated at two major European airpaifie enrolment and veri cation stage with usehaving Mg,

for six months. During this testing the biometric facialmages in the enrolment aridy, images in the veri cation
data of approx. 2,000 participants shall be captured asthge. The notatiorfx;; ); indicates thet-th component of

analysed.

vector x; .
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Fig. 3. The HDS template protection system; the enrolmkeit),(and veri cation stager{ght). This gure is adapted from [22], [23]

In order to derive desired binary feature vectors (binaiECC) [24]. For the BCH code, the codeword length is equal

strings) from the real-valued feature vectors, a threstetdor

toLc =2" 1., wheren is a natural number. The codeword

to quantize the feature vector will be required. The thr&shdengths can be freely chosen as long as it is smaller than or
vector is the mean of feature vectors of all the users. In tlegual to the feature vector lengthin theReliable Component
practice, it is estimated in the training stage and de nethas block, the reliable binary stringg, is created by cropping the

mean feature vector of the training population:

R Wi
17 el
Nt M,

~T = 'Zi;jA:

@)

i=1 j=1

binary feature vectokg, to the same length as the codeword
by selecting thd.c components having the largest reliability
(f)t- The indices of theLc most reliable components are
collected in the public helper datsy, . Hereafter, the reliable
binary feature vectowg, is bitwise XOR-ed with codeword

In the enrolment stage, each usdrasM g, feature vectors §. This XOR operation leads to the second helper data

Kij -
tors are quantized into binary feature vectegs using the
following equation:

_ 0 it (=)< (=
(XBi )t - 1, I.I:

(=)t (=)t
P
where (~); = ﬁ ]-M:i‘ (%ij )t is the mean of thet-th

component in the feature vectors of userhe reliability (% ):
of each componer(gxg, ); is calculated as the ratio

_ e (Gid

(i)t = @]

where ( j); is the standard deviation of componentof

@)

©)

In the Quantizationblock, the real-valued feature vec-w, . The third and last helper data is the hashed value of

secrets, indicated ah(s). The cryptographic hash function
can be considered as a one-way function which makes it
computationally hard to retrieve the secsetfrom its hashed
value h(g). The protected template corresponds to the three
helper data denoted a{]i = fh(s); w1, ; Wy, O:

The protected template can be considered as public and
reveals only a minimum amount of information-gfand=;; .
Therefore it can be easily stored on a less secure local data
storage device or on a centralized database, depicted bere a
the Data Storage

In the verication stage, a single feature vectgy is
used. As in classical biometric systems, this feature vecto
is compared to the reference data stored in the system. In the

the feature vectors of usér In the single image enrolmentcurrent setupy,; is compared to the protected templgxe];

scenarioMg, =1, wedene( i) =1

derived in the enrolment stage using a dedicated matching

Also, a secrets of Lg bits is randomly generated by themethod as follows. In theQuantization block the binary
Random Number Generat@RNG) block. The security level of feature vectorys, is obtained by quantizing;; using Eqg. 2,

the system is higher at larger secret lendths A codeword

where(~;); is replaced by(¥;; );. The same thresholdr is

€ of an error correcting code with bits is obtained by used as in the enrolment stage. In tReliable Component
encodings in the ENC block. In our case we use the “Boseplock, the helper data, is used to select componentsyg,
Ray-Chaudhuri, Hocquenghem” (BCH) Error Correction Code obtainyk, . The recovered codeword is the output of the



. TABLE |
XOR operation between the helper datg and yz,. Next,  vegirication PERFORMANCE FOR THE PROTECTED FONenrol = 7 .

this codeword is decoded to recover the (candidate) sefret
which is hashed inté(<%). In the Comparisonblock, h(<P) is

o . . 3D shape recognizer Histogram-based metho
matched bitwise withh(s) as obtained from the protected FAR. FRR FAR. FRR L
L . lcastEER : : s@ | FRR| FAR
template [X ];. If the hashes are bitwise exact the user is Ls 65 @Ls 35 |Lc =255

1274.1% 0.023%, 30.0%| 0.18%, 17.7%| 107 12% | 0:4%
2553.7% 0.007%, 32.8%| 0.19%, 15.6% 91 11% | 0:6%
5113.29 0%, 58.5% 0%, 36.8% 79 10% | 0:7%

accepted, otherwise rejected.

B. Currently results in 3D FACE project

The aim of this project is to integrate the template protecti
in 3D face recognition system with minimum degradation deatures is shown anden 2 is set to 7. For the 3D shape
the authentication performance. During the project we havecognizer, it shows the EER, the FRR and FAR at the error
already tested HDS seperately with the shape-based 3D faoerection capability of the ECC whehsg 65 bits and
recognizer and histogram-based 3D face recognition method 35 bits. At a secret length of around 65 bits, codeword
in the FRGC database of 3D face images. lengths 127 and 255 have the best performance, but the FRR

In the shape-based 3D face recognizer [25], each faceigsstill high (  30%). At a smaller secret length of 35 bits,
registered to a generic face model (GFM) and the centralfacFRR decreases to 15% while maintaining a good FAR
region is cropped. Then the facial surface is divided intd 170.20%. Similarly, for the histogram- based method, the FRR
local regions. For each region, the maximum and minimuand FAR is given by different secret sitg; atLc = 255.
principal curvature direction are computed. Each of the twiacreasing the secret sitg;, the FRR falls and the FAR rises.
directions is presented by the azimuthal and the polar andlee secret sizé s is crucial to the security of the HDS. The
in the spherical coordinate system. Combining all the megiiolongerL s is, the more robust is the HDS to brute force attack,
leads to a feature vector with74 2 2 = 696 entries. the more secure it is. The chose lof is the trade off of the
For matching two feature vectors, the distance is computsdcurity and veri cation performance.
using thelL; or the L, norm. In the histogram- based 3D These results show potential applying HDS on 3D face
face recognition method, a face region is selected from thecognition. Furthermore, the HDS will be integrated in 3k
normalized 3D face image and divided into horizontal s8ipeface recognition system developed in the project and atlliz
The feature vector is the depth-histogram of facial points in the validation test.
each stripe. The feature vector of histogram-based method
contains 68 6 = 408 real values. For the matchingnorm VI. CONCLUSION
is used. : .

To get expressive results, the FRGC v2.0 database is divide ven though b|9metr|c systems are currently hardly used,
into a training and a test set during the test. The trainirig e the introduction of the hew glectromc passport every
is used to obtain the quantization thresheld While the test c!tlzen .Of Fhe European Union W!" get |.nto contlacfc with

. S ' =" biometrics in the coming years. During the introductioniqer
set is used to analyze the veri cation performance. Figure

4 and 5 show the ROC- curves of the real valued featurg? 10 ygars a]so thg bord.er cp ntrols shall be equipped step by
ep with a biometric veri cation system.

and binary features using the two recognition methods fer tﬁ The transition from two-dimensional to three-dimensional

single enrolment case. Figure 4 illustrates the resulth@BD - ; S
: face recognition systems promises a better veri catiorcpro
shape recognizer. For the real valued features, the chdbke of oo . . .
: . ._dure. The3D Faceproject is intended to implement this transi-
comparer does in uence the recognition performance, since . "
ion and to research ef cient methods for 3D face recognitio

the yellow- ROC of thel.; norm is clearly above the CyanAIthough the costs of a 3D capture device currently exceed

one of theL, norm. The red curve of the binarized featureﬁ]hose of 4 2D svstem by a multiple the technical brospects are
with the same length as the real valued features is over bot Y y P prosp

curves of real- valued features indicates that binarizatufes very promising: Nature and complexity of the 3D face recog-

: . s%tion‘s biometric characteristic render a successfukfaktack
have a better performance. Comparing the red line of the 6 improbable compared to current 2D face recognition systems
bits features and the black line with 511 bits, the perforoean P P 9 Y

has only tiny change because the length of binary featurb%t also ngerpr_mt recognition systems. Should, as we hope
aﬁo the recognition performance be concurrently improaed

does not decrease strongly. If the binary features are myc . ) . .
- : Ully automatic and safe access control is conceivabletiréu
shorter than the original feature size the performanceassiu "
hould the hopes for an enhanced recognition performance

( see the green line of 255 bits features and the blue line g 3D f " ) b i the adonti p
127 bits). As a conclusion, there is no signi cant impact of ace recognition system become true the adoption o

binarization on the authentication performance. Figureab cthe updated 1SO standard 19794-5 and an according update of

also prove this conclusion for the features using histograllrgi‘o 93393 t\;\'”” alltqw (];0; a more secure border based on a
based method, since the performance of real- valued fesatuyg" oM lometric data.

and bmary features are_comparable. 2The in uence of theNenro ©OnN the HDS is shown in the paper of E. J.
In the table |, the verifcation performance of the protectet Kelkboom and et. c [26].
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